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QUESTION NO: 1

Which of the following areas of information system, as separated by Information Assurance Framework, is a collection of 
local computing devices, regardless of physical location, that are interconnected via local area networks (LANs) and 
governed by a single security policy 

A. Networks and Infrastructures 

B. Supporting Infrastructures 

C. Enclave Boundaries 

D. Local Computing Environments

ANSWER: C 

QUESTION NO: 2 - (SIMULATION)

SIMULATION

Fill in the blank with an appropriate phrase. The ______________ process is used for allocating performance and designing 
the requirements to each function.

ANSWER: functional allocation

QUESTION NO: 3

The National Information Assurance Certification and Accreditation Process (NIACAP) is the minimum standard process for 
the certification and accreditation of computer and telecommunications systems that handle U.S. national security 
information. Which of the following participants are required in a NIACAP security assessment? Each correct answer 
represents a part of the solution. Choose all that apply. 

A. Information Assurance Manager 

B. Designated Approving Authority 

C. Certification agent 

D. IS program manager 

E. User representative

ANSWER: B C D E 
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QUESTION NO: 4

You work as an ISSE for BlueWell Inc. You want to break down user roles, processes, and information until ambiguity is 
reduced to a satisfactory degree. Which of the following tools will help you to perform the above task 

A. PERT Chart 

B. Gantt Chart 

C. Functional Flow Block Diagram 

D. Information Management Model (IMM)

ANSWER: D 

QUESTION NO: 5

Which of the following terms describes the security of an information system against unauthorized access to or modification 
of information, whether in storage, processing, or transit, and against the denial of service to authorized users or the 
provision of service to unauthorized users 

A. Information Assurance (IA) 

B. Information Systems Security Engineering (ISSE) 

C. Information Protection Policy (IPP) 

D. Information systems security (InfoSec)

ANSWER: D 

QUESTION NO: 6

Which of the following agencies is responsible for funding the development of many technologies such as computer 
networking, as well as NLS 

A. DARPA 

B. DTIC 

C. DISA 

D. DIAP

ANSWER: A 
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QUESTION NO: 7

The DoD 8500 policy series represents the Department's information assurance strategy. Which of the following objectives 
are defined by the DoD 8500 series Each correct answer represents a complete solution. Choose all that apply. 

A. Providing IA Certification and Accreditation 

B. Providing command and control and situational awareness 

C. Defending systems 

D. Protecting information

ANSWER: B C D 

QUESTION NO: 8

The Phase 4 of DITSCAP C&A is known as Post Accreditation. This phase starts after the system has been accredited in 
Phase 3. What are the process activities of this phase Each correct answer represents a complete solution. Choose all that 
apply. 

A. Security operations 

B. Continue to review and refine the SSAA 

C. Change management 

D. Compliance validation 

E. System operations 

F. Maintenance of the SSAA

ANSWER: A C D E F 

QUESTION NO: 9

TQM recognizes that quality of all the processes within an organization contribute to the quality of the product. Which of the 
following are the most important activities in the Total Quality Management Each correct answer represents a complete 
solution. Choose all that apply. 

A. Quality renewal 

B. Maintenance of quality 

C. Quality costs 

D. Quality improvements
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ANSWER: A B D 

QUESTION NO: 10

Your project team has identified a project risk that must be responded to. The risk has been recorded in the risk register and 
the project team has been discussing potential risk responses for the risk event. The event is not likely to happen for several 
months but the probability of the event is high. Which one of the following is a valid response to the identified risk event 

A. Earned value management 

B. Risk audit 

C. Corrective action 

D. Technical performance measurement

ANSWER: C 

QUESTION NO: 11

A security policy is an overall general statement produced by senior management that dictates what role security plays within 
the organization. What are the different types of policies Each correct answer represents a complete solution. Choose all that 
apply. 

A. Regulatory 

B. Advisory 

C. Systematic 

D. Informative

ANSWER: A B D 

QUESTION NO: 12 - (SIMULATION)

SIMULATION

Fill in the blank with an appropriate phrase. __________ seeks to improve the quality of process outputs by identifying and 
removing the causes of defects and variability in manufacturing and business processes.

ANSWER: Six Sigma

QUESTION NO: 13
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Which of the following memorandums directs the Departments and Agencies to post clear privacy policies on World Wide 
Web sites, and provides guidance for doing it 

A. OMB M-99-18 

B. OMB M-00-13 

C. OMB M-03-19 

D. OMB M-00-07

ANSWER: A 

QUESTION NO: 14

Which of the following are the functional analysis and allocation tools Each correct answer represents a complete solution. 
Choose all that apply. 

A. Functional flow block diagram (FFBD) 

B. Activity diagram 

C. Timeline analysis diagram 

D. Functional hierarchy diagram

ANSWER: A C D 

QUESTION NO: 15

Which of the following DITSCAPNIACAP model phases is used to show the required evidence to support the DAA in 
accreditation process and conclude in an Approval To Operate (ATO) 

A. Verification 

B. Validation 

C. Post accreditation 

D. Definition

ANSWER: B 
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