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QUESTION NO: 1

A penetration tester has gained access to a marketing employee's device. The penetration tester wants to ensure that if the
access is discovered, control of the device can be regained. Which of the following actions should the penetration tester use
to maintain persistence to the device? (Select TWO.)

A. Place an entry in HKLM\Software\Microsoft\CurrentVersion\Run to call au57d.ps1.

B. Place an entry in C:\windows\system32\drivers\etc\hosts for 12.17.20.10 badcomptia.com.

C. Place a script in C:\users\%username\local\appdata\roaming\temp\au57d.ps1.

D. Create a fake service in Windows called RTAudio to execute manually.

E. Place an entry for RTAudio in HKLM\CurrentControlSet\Services\RTAudio.

F. Create a schedule task to call C:\windows\system32\drivers\etc\hosts.
ANSWER: AC

QUESTION NO: 2

Which of the following has a direct and significant impact on the budget of the security assessment?
A. Scoping

B. Scheduling

C. Compliance requirement

D. Target risk
ANSWER: D

QUESTION NO: 3 - (SIMULATION)

SIMULATION

You are a penetration tester reviewing a client’s website through a web browser.

INSTRUCTIONS

Review all components of the website through the browser to determine if vulnerabilities are present.

Remediate ONLY the highest vulnerability from either the certificate, source, or cookies.
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If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
Ll Secure System

* hitpsiicomptia.orglogin aspx

Secure System

User name

Password

View Certificate View Source View Cookies

Remediate

SEEL iate Sour i i
CartiFirat Remediate Source Remediate Cookias
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& ¢ hiipsiicomptia orglogin aspréviewcent

This certificate is intended for the following purpose(s):
= Ensures the identity of a remote computer

= Refer to the certification authority’s statement for detals.

Issued to: * cOmptia.org

Issued by: RapidSSL SHA256 CA

vahd from 7/18/2016 to 7/19/2018
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eve Secure System
S * hitps:ffcompiia orglogin aspxiviewsource

<htmi=

<head=

<title>Secure Login</itle=

<heads

-'ﬂbﬂdjl'b

=meta

content=

R GZnaHNzZmigbGdoc2Rma2pnaGRzZmpoZ GZvaWiZaGRmc29pYmp3ZXIndWivdmSpb2hzZGd1a
WiloaGR1ZmZpZ2hzZDipYmhgZHNmMc291Ymdoc3d5Z2GIH 2271

bnNEkbGgO2Job3VRpYXNpZ GZubXMTbGtkZmiaHZsb3NhZ GJua2iNddnZ 1aWdiaINgYWVga2JmbGL1Y3Z
2ZJgbGFzZWJImaxxXviZ GZidmxiamFmbGhkc3VmZyBuc2pyZ2hzZHVmaG

d1d3NmZZhqZHNmZmJ 1c2hmdWRzZmZoZ 3U3cndweWhmamRzZmZ 2bnVzZm53enVmYnZ 1 2X{J2==
“name="csri-token"/>

<select><script>

document write('<OPTION value=1>'+document location href substring(document location href indexOf('f=")
+16)+"</OPTION=")

=fscript==/select=

=div align= "center">

<farm action= "<c:url value= "main.do’/>" method= "post™

=div style= "margin-top: 100px;margin-bottom: 10px;">

<span style= “width:500px;color blue font-size 30px font-weight bold border-bottom: 1px solid blue;">
Comptia Secure System Login </span=

<fdiv=

=div style= "margin-bottom:5px."=

<span style= "width: 100px,"=Name</span>

=input style= "width: 150px,” type= "text” names= "name” id= "name” value="">

=| — input style= "width:150px." type= “text” name= "name” id= "name” value= "admin" — —>

</div=>

=div==span style= “width: 100px.">Password. </span=<input style= “width: 150px.” type= "password” name=
“Password” id= "password” value="">

<| — div=<span style= "width: 100px."> Password, </span><input style= "width:150px,” type=password"
name= “Password” id= "password” value = “password” —>

=fdiv=

<input type= "submit” value= "Login™></form=

<[y

=/body=

</htmi=
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Drag and Drop Options

Remove cerificale from senves

Generate a Certificate Signing Regues!

Thes certificate s intended for the followsng purpose(s) . _
* Ersasns the adentty of a remote soputer Submit CSR o the CA

Install recissied cetificale on the cenjey

® Refer o the cov tficaton authonty's stitement for detals.

Issued te: " COMplia org
Issued by: RApIdSSL SHA256 CA Step 2
Vald from  7/18/2016 to 71192018
Step 3
I Statement |
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Remove ceflificale Iram sevier

Genpraie a Celificale Signing Reguesl

Subtiil CSH totha CA
Irstall re-issued cedificaie on hessr

Monday, July 16, 2016 7:00.0..

Friday, July 19, 2018 6.59.59. .

*comptia.com | Step 2
Step 3
Step 4
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(Gonea e Costonoth |

Drag and Drop Options

Certfication path

Remove cerdiicale from sernve)

GeoTrust Global CA
RapﬂSﬁLE‘lﬂZSECA

Generate a Certificale Swgning Request
Submit CSR to the CA

l Install reastued carbificata on the saiver

Step 1

Step 2

(oo ] | || 2

Step 4

| | The certificate is expired!

Learn more about cartfication pathy
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®c®  secureSysttom$
¢« C htips/icomptia org/login aspx¥remediatesource

1 E<htmi=>
2 D<head>
3 D<titie>Secure Login<itie»
4 Dl<head=
5 Bl<body>
6 O=meta
7 Bconlent=
*t2RmZGZnaHNzZmigbGdoc2Rma2pna GRZZmpoZ GZvaWi2ZaGRme 29pYmp32XIndWivdmOpb2heZ Gd1a
WloaGR1ZmZpZ2hzZDipYmhgZHNme291Ymdoc3d5ZGI 222
& D bnNkbGigO2JobIVpYXNpZGZubXMTbGikZmiaHZsb INhZGJua2N4dnZ 1aWdiaINgYWVqa2 JmbGL1Y3Z
22JgbGF2ZWImaxdXVkZ GZidmydamFmbGhke 3VmZyBuc2pyZ2heZHVmaG
9 Bd1d3NMZ2hqZHNMZmJ 1 c2hmdWRzZmZ 0Z 3U3endweWhmamRzZmZ 2bnVzZm53cnVmYnZ 12¢J2==
“name="csr-loken"/>
10 D<select><script>
11 Bdocument write{"<OPTION value=1>"+document location href substring(document location href indexOf('f=")
+16)+"</OPTION="},
12 B</scnpt></select>
13 @<div align= “center">
14 Di<form action= "<c url value= “main do'/>" method= “post’>
15 @=div style= "margin-top: 100px margin-bottom: 10px; ">
16 Dr<span style= "width: 500px.color. blue: font-size: 30px font-weight bold border-bottom; 1px solid blue,*>
Complia Secure System Login </span>
17 E</div>
18 E<div style= ‘margin-bottom:5px;">
19 D<span style= “width 100px;">Name</span>
20@<input style= “width 150px.” type= "text” name= “name” id= "name” value="">
21 @< - input style= “wadth 150px.” type= “text” name= ‘name” id= “name” value= "admin” - —
22 @</dv>
23 D=div=<span style= “widih; 100px.">Password: </span><input style= "width 150px_” type= "password” name=
*Password” id= “password” value="">
24@<l — div=<span style= “width 100px."> Password: </span=<input style= “width 150px.” type=password”
name= "Password’ id= "password"” value = "password” —>
250</div>
268 <input type= "submil” value= "Login’></ffoim>
27 @</dv>

28 D<body>
- 29@<himi>
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LY fecure System
+ o https://comptia.org/login aspxFremediatecookies

Name Vake Domain | Pah | Expres/. | Size | HTTP | Sease | SameSite
ASP HET Sessenid hitcuktuedwanguiibacty b - S isan i In 0 odelate
_utma MT0AITO §TI0TITIR 1EOE2EE9ED 15000A96E) 1S0EEE9ED 1 comgling | | 2015-10-1 s D 0 Odelete
e B 104370 7 5 1S0R26TSERIS Compta o 2017-10-1 2 0 0 odelete
e W40 comptas | St u, O 0 Cdelete
e ; P FN7-40-1 I a] delete
ity MBI Rehsc ot X0Type s N N 200wined= | compuan. | =181 a 0 n ridelete
e EIGLIT0 1L0EIEEEY 1 1 e weguagshlmeensiorgarnt lmE | complia & 2018-04-1 L o i odelete
N 0767 AaBABGEUNN tc 1LOEICENEL 1 1400008019 1SDEGENL] BIEMIT | compling / 219-10-1 » 0 o Cdelete
_4p_ven 0767 . e 2017-10-1 Bn 8 o odelete

ANSWER: See explanation below.

Explanation:

Step 1 - Generate a Certificate Signing Request
Step 2 - Submit CSR to the CA

Step 3 - Install re-issued certificate on the server

Step 4 - Remove Certificate from Server

QUESTION NO: 4

An Internet-accessible database server was found with the following ports open: 22, 53, 110, 1433, and 3389. Which of the
following would be the BEST hardening technique to secure the server?

A. Ensure all protocols are using encryption.
B. Employ network ACLs.
C. Disable source routing on the server.

D. Ensure the IDS rules have been updated.

ANSWER: B

QUESTION NO: 5

A penetration tester is checking a script to determine why some basic math errors are persisting. The expected result was
the program outputting “True”.
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root:~# cat ./test.sh
#!/bin/bash

source=10

let dest=5+45

1if [ ‘source’ = ‘dest’ ]; then
echo “True”

else
echo “False”

fi

#End of File

root:~f ./test.sh
False

Given the output from the console above, which of the following explains how to correct the errors in the script? (Choose
two.)

A. Change i’ to ‘EndIf’.

B. Remove the ‘let’ in front of ‘dest=5+5".

C. Change the ‘=" to -eq’.

D. Change ‘source’ and ‘dest’ to “$source” and “$dest”.

E. Change ‘else’ to ‘elif’.

ANSWER: B D

QUESTION NO: 6

A recently concluded penetration test revealed that a legacy web application is vulnerable to SQL injection. Research
indicates that completely remediating the vulnerability would require an architectural change, and the stakeholders are not in
a position to risk the availability on the application. Under such circumstances, which of the following controls are low-effort,
short-term solutions to minimize the SQL injection risk? (Choose two.)

A. Identity and eliminate inline SQL statements from the code.

B. Identify and eliminate dynamic SQL from stored procedures.

C. Identify and sanitize all user inputs.

D. Use a whitelist approach for SQL statements.

E. Use a blacklist approach for SQL statements.
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F. Identify the source of malicious input and block the IP address.
ANSWER: CD

QUESTION NO: 7

Click the exhibit button.

Server Apache/2 28 (Ubuntu) DAV/2

Rootypage ) redirects)to: login,php

HO CGIl,Directorities found (use '-C all”’
all" poszsible dirs.)
+. Filefdir "4’ in) robots.txt returned a non-forbidden or
redirectsHTTP code v(302)
+ “robots Ext”"Eontains 1 entry which,should be manually
viewed,

to bae outdated i 3 i2sat least

e
1.3%42 (final 1 : and »2.0.64

HTTP TRACE method 43 active, Suggesting the
erable to XST
/dvwa/config/: Directéry irdexing found
+ /dvwa/config/s Configuration information may be available
remotely.

OSVDB-12184: /dvwa index.php?=PHFBBBSF2A0-3C92-11d3-
A3A9-4CTBOBC10000: PHP téveals,. potentially sénsitive
information wia cexrtain HTTP requests that contain specific
QUERY strings,

+ OSVDB-3268: "“ Directory indexing found.

+,'0SVDB-3092: /dvwa/login/: This might be interesting

+ 0SVDB-3268:" . /dvwa/docs /i Directory indexihg found.

+ OSVDB-3092: /duwa/CHANGELOG.txt: A changelog was/found,

o0 /dvwa/login, phpt ) Admin login page/section found.

+ OSVDB=pyp /dvwa/?7-5. PHP allows retrieval wof the solurc

codelwia “spparameter, and may allow command exXecution. Seea

http : ffwww KB, cert org/vuls/idy520827

+ OSVDB-» /dvwa/login.php?-s: PHP. allows retrieval of" the

code wvia -3 parameter, Tand ‘'may allow ‘command

cution. See http://wwi kb.cert . org/vulsyid/S520827

+ 6545 items checked: 10 efror(g) and 14 itém(s) reported

on ramote host

+/End Time: 2012-12-03 0Y:33:09 (GMTO)

seconds)

+ 1 host (s3) {testad
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Given the Nikto vulnerability, scan output shown in the exhibit, which of the following exploitation techniques might be used
to exploit the target system? (Choose two.)

A. Arbitrary code execution

B. Session hijacking

C. SQL injection

D. Login credential brute-forcing

E. Cross-site request forgery
ANSWER: BD

QUESTION NO: 8 - (DRAG DROP)

DRAG DROP

Instructions:

Analyze the code segments to determine which sections are needed to complete a port scanning script.

Drag the appropriate elements into the correct locations to complete the script.

If at any time you would like to bring back the initial state of the simulation, please click the reset all button.

During a penetration test, you gain access to a system with a limited user interface. This machine appears to have access to

an isolated network that you would like to port scan.

Select and Place:
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SEEC_Scan (Sys.apgvii] . FRORTE)

portoacanisys. argril] s pocks)

axpors. SPORTE =

salf ports {

oy
.0

Fo peEtil

(™A~ OFERY & parel b

acekar . inasuT
“Ax15a = Fismepoe™ bk {ip; poeeli

SUCAPT SSCNGT. RETOT am Gt
CLAT {“ha b = CLOSEDY & (ipy port) |k

Eically:
#. clena i)

T

for $PCRT in STORTE:

B - CORTSCT
pEiTE (e

{ip: PoET))
Jp = OPERC N [ip, poxc))

eNCEpt S00kRT . Timecat
PrAnm (*im: e MECTT™ % {ip, porkk]

SXCHPT EOCRET  SFLOT AF w5
FEANT (™4 %E - CIOTERY ¥ {agu paztll

Fimally:

s.close ]

¥ i uarsbinspyThon

RIS esr Mol nd oy

Tan. saan{sys,3eye{l], porcs)
#1 fgaroin/bash

ipotts = 21 rporTs’ =3 32)
far part in porte:

BT
E

snnech i [aps  po
PEAnT{TE¥E; ¥ — DFER

axcept socket, Timeout
printi{"ksrfs = TIHEGUT* W lip. portd}

sxcapt RoCKsT.error AN e
privt{"ksdn = CLOSED® ¥ (ip. port)d

ANSWER:
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= Sl il

SMBC_SCaR (Sya. apqvlil, BROATEL
port_acaniays.argril]: percks)
sxpors SPORTE = 21, 32

melf _seEER

oy
=,

E{lips poEti]
(e - OOFERY & (ips parel )

pri

s aeskat . inacuT
[ (“Ax:5a - Fraedoe™ & {ip, poeel]

e

SUCAPT SSCNGT. RETOT am Gt
prinr (“ka: ke = CLOSEDY & (ip, port) |

Eically:
#. clena i)

ce(1ipy poxtd)

Jp = OPERC N [ip, poxc))

eNCEpt S00kRT . Timecat
Prinm (*isr¥e = TIMEDOT™ % {ip, porth]

SXCHPT EOCRET  SFLOT AF w5
PR i™kEi%E - CLOSERY % {apu partlh

Fimally:

s.close ]

far pare ip porbe:

¥ i fuarsbdn/pyThon Ery:
goconrack| (bps paEe]
B IS wss S gy PEARE{TRE-Rm - OPENT & (L

posty = (21, 22)]

run_ saani{sys, aege (1], portal

PELEE(®Re:Aa: = CROSEDT & (4ip, poetl)

#1 fgaroin/bash

ipotts = 21 rporTs’ =3 32)
for part dn ports:
Iy
Evatnnech EF. PRt b

PEAnT{TEE; f5 — DFER™ % -:_':r\-. pPeEER]

axcept socket, Timeout
printi{"ksrfs = TIHEGUT* W lip. portd}
sxcapt RoCKsT.error AN e

privt{"ksdn = CLOSED® ¥ (ip. port)d

Simally:
TR FUS_sCanimye Argelhl . poETE)

Explanation:

QUESTION NO: 9

A penetration tester discovers SNMP on some targets. Which of the following should the penetration tester try FIRST?
A. Sniff SNMP ftraffic.

B. Use default credentials.
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C. Upload a new config file.

D. Conduct a MITM.
ANSWER: B

QUESTION NO: 10

A penetration tester was able to retrieve the initial VPN user domain credentials by phishing a member of the IT department.
Afterward, the penetration tester obtained hashes over the VPN and easily cracked them using a dictionary attack. Which of
the following remediation steps should be recommended? (Select THREE).

A. Mandate all employees take security awareness training.

B. Implement two-factor authentication for remote access.

C. Install an intrusion prevention system.

D. Increase password complexity requirements.

E. Install a security information event monitoring solution.

F. Prevent members of the IT department from interactively logging in as administrators.

G. Upgrade the cipher suite used for the VPN solution.
ANSWER: BC G

QUESTION NO: 11

A penetration tester has been assigned to perform an external penetration assessment of a company. Which of the following
steps would BEST help with the passive-information-gathering process?

(Choose two.)
A. Wait outside of the company’s building and attempt to tailgate behind an employee.

B. Perform a vulnerability scan against the company’s external netblock, identify exploitable vulnerabilities, and attempt to
gain access.

C. Use domain and IP registry websites to identify the company’s external netblocks and external facing applications.
D. Search social media for information technology employees who post information about the technologies they work with.

E. Identify the company’s external facing webmail application, enumerate user accounts and attempt password guessing to
gain access.

ANSWER: CD
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QUESTION NO: 12

A security consultant receives a document outlining the scope of an upcoming penetration test. This document contains IP
addresses and times that each can be scanned. Which of the following would contain this information?

A. Rules of engagement
B. Request for proposal
C. Master service agreement

D. Business impact analysis
ANSWER: A

QUESTION NO: 13

A penetration tester is outside of an organization's network and is attempting to redirect users to a fake password reset
website hosted on the penetration tester's box. Which of the following techniques is suitable to attempt this?

A. Employ NBNS poisoning.
B. Perform ARP spoofing.
C. Conduct a phishing campaign.

D. Use an SSL downgrade attack.
ANSWER: C

QUESTION NO: 14

A penetration tester is performing a code review. Which of the following testing techniques is being performed?
A. Dynamic analysis

B. Fuzzing analysis

C. Static analysis

D. Run-time analysis
ANSWER: C

Explanation:

Reference: https://smartbear.com/learn/code-review/what-is-code-review/
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QUESTION NO: 15

A penetration tester is in the process of writing a report that outlines the overall level of risk to operations. In which of the
following areas of the report should the penetration tester put this?

A. Appendices
B. Executive summary
C. Technical summary

D. Main body

ANSWER: B

DumpsArena - Pass Your Next Certification Exam Fast!
dumpsarena.com


https://dumpsarena.com/

