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QUESTION NO: 1

If traffic matches a DLP filter with the action set to Quarantine IP Address, what action does FortiGate take?
A. It notifies the administrator by sending an email.

B. It provides a DLP block replacement page with a link to download the file.

C. It blocks all future traffic for that IP address for a configured interval.

D. It archives the data for that |IP address.

ANSWER: C

QUESTION NO: 2

A team manager has decided that while some members of the team need access to particular website, the majority of the
team does not. Which configuration option is the most effective option to support this request?

A. Implement a web filter category override for the specified website.
B. Implement web filter authentication for the specified website
C. Implement web filter quotas for the specified website.

D. Implement DNS filter for the specified website.

ANSWER: A

QUESTION NO: 3

Examine the network diagram shown in the exhibit, then answer the following question:
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Which one of the following routes is the best candidate route for FGT1 to route traffic from the Workstation to the Web

server?

A. 172.16.0.0/16 [50/0] via 10.4.200.2, port2 [5/0]
B. 0.0.0.0/0 [20/0] via 10.4.200.2, port2

C. 10.4.200.0/30 is directly connected, port2

D. 172.16.32.0/24 is directly connected, port1

ANSWER: D

QUESTION NO: 4

Which of the following statements are best practices for troubleshooting FSSO? (Choose two.)

A. Include the group of guest users in a policy.

B. Extend timeout timers.

C. Guarantee at least 34 Kbps bandwidth between FortiGate and domain controllers.

D. Ensure all firewalls allow the FSSO required ports.
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ANSWER: AD

QUESTION NO: 5

Which of the following statements about NTLM authentication are correct? (Choose two.)
A. It is useful when users log in to DCs that are not monitored by a collector agent.

B. It takes over as the primary authentication method when configured alongside FSSO.
C. Multi-domain environments require DC agents on every domain controller.

D. NTLM-enabled web browsers are required.

ANSWER: AD

QUESTION NO: 6

Examine the network diagram shown in the exhibit, and then answer the following question:
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A firewall administrator must configure equal cost multipath (ECMP) routing on FGT1 to ensure both port1 and port3 links
are used at the same time for all traffic destined for 172.20.2.0/24. Which of the following static routes will satisfy this
requirement on FGT1? (Choose two.)

A. 172.20.2.0/24 (1/0) via 10.10.1.2, port1 [0/0]
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B. 172.20.2.0/24 (25/0) via 10.10.3.2, port3 [5/0]
C. 172.20.2.0/24 (1/150) via 10.10.3.2, port3 [10/0]
D. 172.20.2.0/24 (1/150) via 10.30.3.2, port3 [10/0]

ANSWER: CD

QUESTION NO: 7

When override is enabled, which of the following shows the process and selection criteria that are used to elect the primary
FortiGate in an HA cluster?

A. Connected monitored ports > HA uptime > priority > serial number
B. Priority > Connected monitored ports > HA uptime > serial number
C. Connected monitored ports > priority > HA uptime > serial number

D. HA uptime > priority > Connected monitored ports > serial number

ANSWER: C

QUESTION NO: 8
An administrator is configuring an Ipsec between site A and siteB. The Remotes Gateway setting in both sites has been

configured as Static IP Address. For site A, the local quick mode selector is 192.16.1.0/24 and the remote quick mode
selector is 192.16.2.0/24. How must the administrator configure the local quick mode selector for site B?

A. 192.168.3.0/24
B. 192.168.2.0/24
C. 192.168.1.0/24

D. 192.168.0.0/8

ANSWER: B

QUESTION NO: 9

What FortiGate components are tested during the hardware test? (Choose three.)
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A. Administrative access
B. HA heartbeat

C.CPU

D. Hard disk

E. Network interfaces

ANSWER:CDE

QUESTION NO: 10

Which of the following statements are true when using WPAD with the DHCP discovery method? (Choose two.)
A. If the DHCP method fails, browsers will try the DNS method.

B. The browser needs to be preconfigured with the DHCP server’s IP address.

C. The browser sends a DHCPONFORM request to the DHCP server.

D. The DHCP server provides the PAC file for download.

ANSWER: AC
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