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QUESTION NO: 1

An engineer needs to allow a specific application to run. The engineer just finished creating an Exploit Prevention process 
exclusion. After applying the exclusion, the engineer notices the application is not being run. The following information is 
provided to the engineer:

Which of the following is the error with the engineer's exclusion?

A. A signature ID was not entered.

B. Exclusions are case sensitive.

C. A hash was not specified.

D. Wildcard was not used.

ANSWER: B 

QUESTION NO: 2

An ENS administrator wants to dynamically create firewall rules required for the environment. In Enable Firewall 
Policies/Options, which of the following should be utilized?

A. Retain existing user added rules

B. Adaptive mode

C. Log all blocked traffic

D. Log all allowed traffic
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ANSWER: C 

QUESTION NO: 3

An administrator wants to exclude folder ABC on various drives. In which of the following ways should the administrator list 
the exclusion in the policy?

A. ??\ABC

B. **\ABC

C. ***\ABC

D. ???\ABC

ANSWER: C 

QUESTION NO: 4

If the ePO server's access to the Internet is allowed, which of the following options would the administrator have to check in 
the McAfee ENS Migration Assistant extension?

A. Software Manager

B. Server Client Package Install

C. Master Repository

D. Workstation Client Package Install

ANSWER: C 

QUESTION NO: 5

Which of the following groups of legacy products can be migrated to ENS 10.5?

A. VirusScan Enterprise, Host Intrusion Prevention, and SiteAdvisor Enterprise

B. Host Intrusion Prevention, SiteAdvisor Enterprise, and Data Loss Prevention

C. VirusScan Enterprise, Host Intrusion Prevention, and Data Loss Prevention

D. Host Intrusion Prevention, SiteAdvisor Enterprise, and Application Control
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ANSWER: C 

QUESTION NO: 6

An administrator wants to see more details about recent activity on an endpoint than what is shown in the ENS console. In 
which of the following locations can the administrator view the log files?

A. %ProgramFiles%\McAfee\Logs

B. %ProgramFiles%\McAfee\Endpoint Security\Logs

C. %ProgramData%\McAfee\Endpoint Security\Logs

D. %ProgramData%\McAfee\Logs

ANSWER: C 

QUESTION NO: 7

Which of the following methods should an administrator enable to address possible buffer overflow conditions?

A. On-demand Scan

B. Exploit Prevention

C. Access Protection rules

D. McAfee GTI feedback

ANSWER: B 

QUESTION NO: 8

A user is reporting a functional issue with the ENS client. Which of the following logs should be checked?

A. ExploitPrevention_Debug.log

B. OnDemandScan_Debug.log

C. EndpointSecurityPlatform_Errors.log

D. AdaptiveThreatProtection_Debug.log
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ANSWER: C 

QUESTION NO: 9

Exploit prevention content is released

A. once per month.

B. every other week.

C. once per quarter.

D. every two months.

ANSWER: A 

QUESTION NO: 10

By using which of the following techniques does Real Protect scanner inspect suspicious files and activities on an endpoint 
to detect malicious patterns?

A. Machine learning

B. Intrusion prevention

C. Sandboxing

D. Static code analysis

ANSWER: B 
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