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QUESTION NO: 1

An administrator is adding an SaaS app to authenticate using SAML.

Which file does the administrator need to collect?

A. Config files for adding the SaaS app in Workspace ONE UEM.

B. Within the VMware Identity Manager locate the Service Provider (SP) metadata, save it as sp.xml and import it in the 
Saas APP where the administrator needs it for the SAML authentication.

C. Within the VMware Identity Manager, locate the Identity Provider (IdP) metadata, save it as idp.xml (sample file name), 
import it in the Saas APP where the administrator needs it for the SAML authentication.

D. Backup configuration files.

ANSWER: C 

QUESTION NO: 2

Which settings need to be prepared when planning a Workspace ONE AirLift installation?

A. Identity Manager Tenant URL

B. IDP.XML

C. SSO Domain

D. System Center Configuration Manager (SCCM) Site Code

ANSWER: D 

Explanation:

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1909/ WS1_AirLift_Configuration.pdf

QUESTION NO: 3

What are three system requirements before beginning the Workspace ONE and Active Directory Federation Services 
integration? (Choose three.)

A. Active Directory Integration

B. Enterprise Integration Service

C. Microsoft Active Directory Federation Services administrator role
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D. VMware Identity Manager using VMware Identity Manager connector

E. Ensure the same users is synced only to Active Directory Federation Services

F. A VMware Identity Manager tenant with user role

ANSWER: C D F 

Explanation:

Reference: https://docs.vmware.com/en/VMware-Identity-Manager/services/ workspaceone_adfs_integration/GUID-
8A111967-D3AB-49F7-8139-27EAC5C28A4A.html

QUESTION NO: 4

Which two authentication methods are for built-in identity providers? (Choose two.)

A. Device Compliance with Workspace ONE UEM

B. One Time Password (Local Directory)

C. Workspace ONE UEM External Access Token

D. Password using the Microsoft AD FS Connector

E. VMware Horizon for two-factor authentication

ANSWER: A C 

Explanation:

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE/services/WS1-IDMdeploymentguide/GUID-AD9A5715-
C21B-4D54-A413-28980A70A4B4.html

QUESTION NO: 5

What are two prerequisites for VMware Identity Manager as the Default Claims Provider for an application that is joined 
using AD FS? (Choose two.)

A. Configure AD FS as a Service Provider for VMware Identity Manager.

B. Create a VMware Identity Manager Claims Provider Trust in AD FS.

C. Exchange the HTTPS certificate between AD FS and Identity Manager.

D. Create a AD FS Claims Provider Trust in VMware Identity Manager.

E. Configure VMware Identity Manager as a Service Provider for AD FS.
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ANSWER: B E 

Explanation:

Reference: https://docs.vmware.com/en/VMware-Identity-Manager/services/ workspaceone_adfs_integration/GUID-
6E9EC5E1-3AD3-429B-86F6-DCB776A87655.html 

QUESTION NO: 6

An administrator receives the following error message:

“404.idp.not.found”

Which authentication method change needs to be completed?

A. Navigate to the access policy rule settings, then select an authentication method that is passive.

B. Okta has to be configured as a third-party IDP.

C. Navigate to the access policy rule setting, then select an authentication method that is active and current.

D. AD FS has to be configured as a third-party IDP.

ANSWER: C 

Explanation:

Reference: https://docs.vmware.com/en/VMware-Identity-Manager/services/ workspaceone_adfs_integration/GUID-
1B280F57-A89E-483F-A5B8-FCC39C7EBD7F.html

QUESTION NO: 7

An administrator wants to migrate a System Center Configuration Manager (SCCM) collection into a со-managed stage in 
Workspace One UEM. Workspace ONE AirLift does not display the collection as mapped.

What is most likely the issue?

A. The collection is mapped to the wrong API.

B. The collection mapping is removed or the migration is completed and the ConfigMgr collection is no longer used.

C. The collection mapping is busy or the migration is failed.

D. The collection has at least one Windows 10 device.

ANSWER: B 

Explanation:

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1909/ WS1_AirLift_Configuration.pdf (14)
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QUESTION NO: 8

What is the purpose of network ranges in conditional access policies?

A. Network ranges are a fallback authentication method for an application.

B. Network ranges limit access to an application depending of the source IP address.

C. All applications are using the new network range by default.

D. Network ranges limit access to an application depending of the destination IP address.

ANSWER: B 

Explanation:

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1810/VMwareWorkspace-ONE-UEM-Mobile-
Application-Management/GUID-AWT-AP-ADDNETWORKRANGE.html

QUESTION NO: 9

An architect is planning a design for a Workspace ONE deployment that will use Kerberos for integrated windows 
authentication. A requirement of the solution is that all authentication methods must be highly available.

Which two solution components are necessary to support the design requirement? (Choose two).

A. Connectors deployed behind load-balancer

B. Directory type must be set to Active Directory with IWA

C. IdP Hostname set to load-balancer FQDN

D. Redirect Host Name set to load-balancer FQDN

E. Connectors deployed in Outbound Mode

ANSWER: C E 

QUESTION NO: 10

What are two prerequisites to integrate Ping into VMware Workspace ONE? (Choose two.)

A. PingFederate must have Service Provider role enabled.

B. PingFederate must have remote authentication enabled.

C. PingFederate must be enabled as remote IdP.

D. PingFederate must be enabled as Built-in IdP.

https://dumpsarena.com/


DumpsArena - Pass Your Next Certification Exam Fast!
dumpsarena.com

E. PingFederate must have Identity Provider role enabled.

ANSWER: A E 
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