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QUESTION NO: 1

-- Exhibit –

-- Exhibit --

Refer to the exhibit.

An LTM Specialist has created a virtual server to balance connections to a pool of application servers and offload SSL 
decryption. Clients connect to the application at https://www.example.com/. The virtual server is configured with a clientssl 
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profile but no serverssl profile. The application servers are listening on ports 80 and 443. Users are unable to connect to the 
application through the virtual server but are able to connect directly to the application server.

What is the root cause of the error?

A. The LTM device is chunking responses.

B. The LTM device is redirecting users to HTTPS.

C. The pool members are configured with the wrong port.

D. The application servers are redirecting users to HTTPS.

ANSWER: D 

QUESTION NO: 2

-- Exhibit --
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-- Exhibit --

Refer to the exhibit.

A company uses a complex piece of client software that connects to one or more virtual servers (VS) hosted on an LTM 
device. The client software is experiencing issues. An LTM Specialist must determine the cause of the problem. The LTM 
Specialist has the tcpdump extract. The client loses connection with the LTM device.

Where is the reset originating?

A. the local switch

B. the application server

C. the device initiating the connection

D. the destination device of the initial connection

ANSWER: C 

QUESTION NO: 3

A device on the network is configured with the same IP address as the management address of the active LTM device, 
causing the management GUI to be inaccessible.

Which two methods should the LTM Specialist use to access the LTM device in order to change the management IP 
address? (Choose two.)

A. Connect via ssh to the AOM IP address.

B. Connect via ssh to the management address.

C. Connect to the LTM device via serial connection.

D. Connect a monitor and keyboard to the LTM device.

E. Connect via ssh to the standby unit and connect via ssh across the serial link between the devices.

ANSWER: A C 

QUESTION NO: 4

Users in a branch office are reporting a website is always slow. No other users are experiencing the problem. The LTM 
Specialist tests the website from the external VLAN along with testing the servers directly. All tests indicate normal behavior. 
The environment is a single HTTP virtual server on the external VLAN with a single pool containing three HTTP pool 
members on the internal VLAN.

Which two locations are most appropriate to collect additional protocol analyzer data? (Choose two.)

A. a user's machine

B. the switch local to the user
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C. the LTM device's internal VLAN

D. the LTM device's external VLAN

E. a user's Active Directory authentication

ANSWER: A B 

QUESTION NO: 5

An IT administrator wants to log which server is being load balanced to by a user with IP address 10.10.10.25.

Which iRule should the LTM Specialist use to fulfill the request?

A. when SERVER_CONNECTED {
if { [IP::addr [IP::remote_addr]] equals 10.10.10.25]} {
log local0. "client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]" }
}

B. when CLIENT_ACCEPTED {
if { [IP::addr [clientside [IP::remote_addr]] equals 10.10.10.25]} {
log local0. "client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]" }
}

C. when SERVER_CONNECTED {
if { [IP::addr [clientside [IP::remote_addr]] equals 10.10.10.25]} {
log local0. "client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]" }
}

D. when CLIENT_ACCEPTED {
if { [IP::addr [IP::remote_addr] equals 10.10.10.25]} {
log local0. "client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]" }
}

ANSWER: C 

QUESTION NO: 6

An LTM Specialist wants to allow access to the Always On Management (AOM) from the network.

Which two methods should the LTM Specialist use to configure the AOM interface? (Choose two.)

A. Configure the AOM IP from the front panel buttons and LCD.

B. Choose the network configurator in the AOM menu on the serial port.

C. Configure the AOM network address in the GUI under System>Platform.

D. Log in to the Host via ssh, "ssh aom", and modify the network configuration file.

ANSWER: B D 
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QUESTION NO: 7

An LTM Specialist is running the following packet capture on an LTM device:

ssldump -Aed -ni vlan301 'port 443'

Which two SSL record message details will the ssldump utility display by default? (Choose two.)

A. HTTP Version

B. User-Agent

C. ClientHello

D. ServerHello

E. Issuer

ANSWER: C D 

QUESTION NO: 8

Given this as the first packet displayed of an ssldump:

2 2 1296947622.6313 (0.0001) S>CV3.1(74) Handshake

ServerHello

Version 3.1

random[32]=

19 21 d7 55 c1 14 65 63 54 23 62 b7 c4 30 a2 f0

b8 c4 20 06 86 ed 9c 1f 9e 46 0f 42 79 45 8a 29

session_id[32]=

c4 44 ea 86 e2 ba f5 40 4b 44 b4 c2 3a d8 b4 ad

4c dc 13 0d 6c 48 f2 70 19 c3 05 f4 06 e5 ab a9

cipherSuite TLS_RSA_WITH_RC4_128_SHA

compressionMethod NULL

In reviewing the rest of the ssldump, the application data is NOT being decrypted.

Why is ssldump failing to decrypt the application data?

A. The application data is encrypted with SSLv3.

B. The application data is encrypted with TLSv1.

C. The data is contained within a resumed TLS session.
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D. The BigDB Key Log.Tcpdump.Level needs to be adjusted.

ANSWER: C 

QUESTION NO: 9

An active/standby pair of LTM devices deployed with network failover are working as desired. After external personnel 
perform maintenance on the network, the LTM devices are active/active rather than active/standby. No changes were made 
on the LTM devices during the network maintenance.

Which two actions would help determine the cause of the malfunction? (Choose two.)

A. checking that the configurations are synchronized

B. checking the configuration of the VLAN used for failover

C. checking the configuration of the VLAN used for mirroring

D. checking the open ports in firewalls between the LTM devices

E. checking synchronization of system clocks among the network devices

ANSWER: B D 

QUESTION NO: 10

-- Exhibit –
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-- Exhibit --

Refer to the exhibit.

Which two items can be consolidated to simplify the LTM configuration? (Choose two.)

A. /Common/vs1-https-redirect

B. /Common/vs2-https-redirect

C. /Common/vs3-https-redirect

D. /Common/vs4-https-redirect

E. /Common/vs5-https-redirect
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ANSWER: A D 

QUESTION NO: 11

A failover event is recorded in the following log messages:

Jan 01 00:56:56 BIG-IP notice mcpd[5318]: 01070727:5: Pool /Common/my-pool member /Common/10.0.0.10:80 monitor 
status down.

Jan 01 00:56:56 BIG-IP notice sod[5855]: 010c0045:5: Leaving active, group score 10 peer group score 20.

Jan 01 00:56:56 BIG-IP notice sod[5855]: 010c0052:5: Standby for traffic group /Common/traffic-group-1.

Jan 01 00:56:56 BIG-IP notice sod[5855]: 010c0018:5: Standby

Jan 01 00:57:06 BIG-IP notice logger: /usr/bin/tmipsecd --tmmcount 4 ==> /usr/bin/bigstart stop racoon

What is the cause of the failover?

A. The HA group score changed.

B. No traffic is seen on traffic-group-1.

C. The peer device left the traffic group.

D. The racoon service stopped responding.

ANSWER: A 

QUESTION NO: 12

-- Exhibit –
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-- Exhibit --

Refer to the exhibits.

After upgrading LTM from v10 to v11, users are unable to connect to an application. The virtual server is using a client SSL 
profile for re-terminating SSL for payload inspection, but a server SSL profile is being used to re-encrypt the request.
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A client side ssldump did NOT show any differences between the traffic going directly to the server and the traffic being 
processed by the LTM device. However, packet capture was done on the server, and differences were noted.

Which modification will allow the LTM device to process the traffic correctly?

A. Enable Strict Resume.

B. Change Secure Renegotiation to "Request."

C. Enable ProxySSL option in the server SSL profile.

D. Change to different ciphers on the server SSL profile.

ANSWER: B 

QUESTION NO: 13

Users are experiencing low throughput when downloading large files over a high-speed WAN connection. Extensive packet 
loss was found to be an issue but CANNOT be eliminated.

Which two TCP profile settings should be modified to compensate for the packet loss in the network? (Choose two.)

A. slow start

B. proxy options

C. proxy buffer low

D. proxy buffer high

E. Nagle's algorithm

ANSWER: C D 

QUESTION NO: 14

-- Exhibit –
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-- Exhibit --

Refer to the exhibit.

Which pool can be removed without affecting client traffic?

A. ftp_pool

B. http_pool

C. server1_80

D. server_pool

ANSWER: D 

QUESTION NO: 15

An LTM Specialist loads a UCS file generated on a different LTM device and receives the following error message:

"mcpd[2395]: 01070608:0: License is not operational (expired or digital signature does not match contents)"

Which command should the LTM Specialist use to prevent the error?
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A. tmsh show /sys license

B. tmsh show /sys hardware

C. bigpipe config save /config.ucs

D. tmsh load /sys /ucs rma 

E. tmsh load /sys ucs no-license

ANSWER: E 
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