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QUESTION NO: 1

Review the two highlighted sections in the hex output below from the file MPOc_000.

4 [ NVD_DATA (133 files, 410 KE
L _ il Hex View |  Fila Info
) croo_o0 — : T
B cror 010 | @R ® 6 - o &% B[00
) crozmo Hex View
El Meo0s000 FF FF FF FF FF FF FF FF FF FF
(5] mPoa_D0D | 06 Bl 43 42 51 FF FF FF
FF FF FF FF FF FF FF FF FF FF
' b " sh | FF PP PP FF 68 OB
L MPOBLOOG oocooes | @] FF PP FF FF PP FF FF FE PP
L] MPoc.000 BEE | FF FF FF FF FF FF FF FF FF FF
[ MPod 001 FF FF FF FF FF FF FF FF FF FF
it Sous. | e TR TP

Convert the phone number found in raw format extracted from a Chinese knock-off device.
A. 3494044495
B. 7034241991
C. 6174429119

D. 4349404459

ANSWER: B

Explanation:

QUESTION NO: 2

Which of the following items is found in the Kernel Space for an iOS device?
A. Cocoa Touch framework

B. System Area

C. Applications

D. Core Services
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ANSWER: A

Explanation:

Reference: https://developer.apple.com/library/content/documentation/Darwin/Conceptual/

KernelProgramming/Architecture/Architecture.html

QUESTION NO: 3

What is often more of a challenge with mobile forensics than other areas of forensics?
A. Analysis and Reporting of Information

B. Isolation of devices

C. Identification of evidence

D. Evidence collection

ANSWER: D

Explanation:

QUESTION NO: 4

What type of acquisition is being examined in the image below?
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A. iOS bypass lock
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B. Blackberry logical
C. Android physical

D. Windows Mobile file system

ANSWER: C

Explanation:

Reference:

http://www.forensicswiki.org/wiki/How_To_Decrypt_Android_Full_Disk_Encryption

QUESTION NO:

5

Analyze the two tables (Albums and Photos) provided from the Facebook database on an

Android device

located at the path: /data/data/com.facebook.katana/databases/fb.db.

‘albums
Bl . mvu_w ) [ owner FuTaE
t v [ 100006274086300_1073741825 100006274086300_1073741833 100006274086300  Profie Pictures
2 ¥ 2 100006274086300_1073741827 100006174096300_1073741835  100006274085300 Mobie Uploads
3 @ 3 100006274086300_1073741828 100006274086300_1073741832  100006274086300 Cover Photos
F i | o ad T
m ¥ 19 106 7E6TTAS01997_1073741832 10GTI6TTOSDI99T_231395 1067 16779501997
] W6TIGTS0IT_10734L82T I0GTI6TTS01997_213395 6716779501997
2 [ 2 100006274086300_1073741834  100006274086300_1073741827  100006274086300
2 U 2 1000030425640S5_I07I741831  100003042564055_M725 1000034256405
2 V] 23 100005241790123 1073741832  100005241790123_107I741806  100005241790123
o DA 10000241 7PS0 123 _1073 741803 100005241790 123 1073741808 100005241750123
s ¥ s 100006274086300_ 1073741835 1000062 T4086300 1073741827  10000627-9086300
% 7 F. ] 10000 5240790123 I073T4IE3S  S00D0S241790123_ 1073741626 100005241790123
o ¥ 100005241 790123 1073 TALEIT  I0OOD0S241TRO123_107I741806 100005241790113
o v B IWD000S24ITR0AII_10TITAL006  OOQOSD41TR0LII_IOTIFAIE06  10000524170123
|13 ¥ 1  10000247MSN97_10MSTT  M000024776AI597_S4205 1000247768295

Which photo was added to Facebook by the user of the device?

A. 106716779501997_1073741827

B. 100003042564055_1073741835

C. 100005241790123_1073741832
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D. 100006274086300_1073741835

ANSWER: D

Explanation:

Examination of the first table shows user activity related to Cover photos. Mobile uploads and Profile pictures leading to the
conclusion that user 100006274086300, is the owner of the device. In the second table, examine the picture’s IDs resident in
the database. Only one photo shares the Facebook ID that matches the ID of the assumed device owner.

QUESTION NO: 6

Review the message database below.

Dafsbase Sirucure Bfcririd il Edit Prsgmes Empcuie SL

Tatils chal_essary_massags

Id che i Bypur Birmeslamg Sy Hmesttai

i | ; .
1132 2 0 1487692685.... 1
23 2 a 148760205, |
- 2 1 1487602663.... 1
% 6 Fi 3 1487692893, |
3T 2 0 148700196 1
6 8 2 1 1487609208, |

I'% 2 0 1487699714.... 1

direction roube_bypa

What can be determined based on the information provided?

A. There are no deleted messages in this database

e Racerd |

Froer_id

148602685, 186047 _2486
I4ETEI TN BAJ867 658
148/092861.956361_3691
2160132374479
148M609197.953165_2041
ETES9206. 634783 _9850

I48TE99213.994157 9787

B. The interrupted sequence in the id column could indicate deleted messages

C. The messages in this table are “outgoing”

D. The messages contain attachments

E. The messages in this table are only “incoming”

ANSWER: B

Explanation:
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QUESTION NO: 7

Which artifact(s) can be extracted from a logical image only if the device the image was acquired from was jailbroken?
A. SMS/MMS

B. Email

C. Call Logs

D. Photos

ANSWER: B

Explanation:

Photos, SMS/MMS and call logs can be extracted from a logical acquisition of a nonjailbroken device. Once a device has
been jailbroken, email can be extracted for review.

QUESTION NO: 8

Exhibit:
| Hame Path
7 o tirgs. db-ghm fappfrys. androsd. g Y ABgIA ks 1criinestT TI5G0 s \appdats fdats \spdats frystem/
F. sysmon 2. db-ghm #Bpp frye. sysmon. Y ABgAOKS bl ale PR Bhe 34/ _startup_dats jdats/

(|| cookeColection.db-wal  fsppfoom, evernate, oY ABGDD hvege ZricDgiia P Ir v x TH (appdada fdats |

| ? o prsr 7, oy vl fappiars .o o, QY ARG A Losfibrned TTESGD e fappciais fdats/\sodata fdabafooms. amdioed, browser idatahases/
V| external do-wal 18P s AN oedl. Y ABQIA Tk 1CahGne AT TISGO . ne/ appdata data/socats Jata foom, gno. o ager s meda databases
| @ rrbermal i -wal Fappifiys. androsd. g Y ABQIADW Jcahbne AT 72560, ns fapodats fdats fapdata data foom, gno. prgviders. media fdatabases)/
U ockeetirgs, dbwal fiapp ey androd. g ¥ ABGHA R 1eahine AT TISG0 re appdata idats fapdata System/

U cooke obecton, db-wal fappiys. fretlaundh. gYABGE 1L Y. SiWBSE 1SCB oo fappdiata fdata

Where can an analyst find data to provide additional artifacts to support the evidence in the highlighted file?
A. internal.db-wal

B. browser2.db

C. sysmon2.db-shm

D. external.db
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ANSWER: A

QUESTION NO: 9

What type of acquisition has occurred for this device?

4 . Memory images
B FileDump (Smart Phones_PDAs_Android 2ip)
4 855 Memory Ranges
& FileDump
A. Physical
B. File system

C. Bypass lock
D. Logical

ANSWER: B

Explanation:

Reference: https://archive.org/stream/Defcon20Slides/DEFCON-20-Robinson-Spy-vs-

Spy_djvu.ixt

QUESTION NO: 10

Examine the file, Bluetooth, what is the name of the device being examined?
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8 NVDATA. {103 Hilex, 401 NB) %
[2] 1ot Setting
) 2:toyte Setting
[0 Ags GRS pRoFuLE 00000000 | 1P 00 00 00 01 00 0O 00 00 00 00 00 | voueu..
B oooootoe | 93 61 6E 73 00 00 00 00 FT 51 00-AD | sanmi. ... frae
e goonoole | 00 00 00 00 €1 AF OE 00 DO 00 00 00 A
B anc noQEonZe |CB OO0 00 00 48 00 00 00 DB 00 00 00 | ...ofivesvsn
DM‘:M Q0000030 0o Q1 00 0O 00 OO 00 Q0 OO OO0 OO0 00 e e e
B acc oooponie | 01 66 53 00 DY 00 04 22 00 OF 00 00 | .€X....". ...
00000048 | 1F 11 0000 12 41 00 00 0L 11 00 00 | . ilin.iar.n
[ Adarm cata 60000054 | 03 11 00 .00 05 1100 00 06 11 00 00 | . .ooihicines
B Atm goeee DOO0O0ED | PE PP OO0 00 0D 11 G0 00 OC 1T 00 08 | vuicunecnnes
mmmm OODDDDES 22 11 00 00 24 11 00 00 00 00 00 00 | T eaficnauan
m“w pooOonTa G0 00 OO OO OO0 QO 00 00 OO0 00 OO0 0D . A
bl elitel L] o0 00 OO0 OO OO0 OO0 00 OO0 OO OO0 00 00 e
B audictg GOO00050 | 00 00 00 00 0D 00 00 00 DD 00 00 00 | coccssvcsess
B) Audio Perameter 00000652 | 00 08, 00 00 00 00 00 00 OC 0% 02 00 | vevvuvvcsees
OO0DO0AS | 43 45 40 40 45 58 2D 57 49 4E 37 00 | CELLEX-WINT.
() Auoio PLAYER BT SETTINGS 60000084 | 00 00 00 00 00 00 00 00 00 08 00 00 | +0veeueeen.n
D-ﬂlﬂ'ﬂt 00000 0SD 00 00 OO0 00 OO0 DO OO0 OO0 OO0 OO0 DO 00 | cicavinssnaa
) sano e eooosdee | 0D 00 00 00 OO 00 00 00 00 00 00 00 | +.ivsii-siis
[ sancope poooo0Ds | E3 44 32 00 83 00 15 00 00 00 00 00 | .D2.....
; 3 coooooEd | 00 00 00 00 00 00 00 OO0 00 00 00 00 | vveeveeerra
LI Bvetooth s £ | 000000¥0 | 00 00 00 00 00 00 00 00 00 00 00 00 | vuveveeen...
A. CON
B. WIN7
C.CON...M
D. WIN10
ANSWER: B

Explanation:
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