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Topic Break Down

Topic

No. of Questions

Topic 1, Deployment Platforms Obj 1

14

Topic 2, Deployment Platforms Obj 2 16
Topic 3, Deployment Platforms Obj 3 1
Topic 4, Network Address Translation 23
Topic 5, User Managment and Authentication Obj 1 | 12
Topic 6, User Managment and Authentication Obj 2 | 6
Topic 7, Identity Awareness Obj 1 7
Topic 8, Identity Awareness Obj 2 6
Topic 9, Identity Awareness Obj 3 4
Topic 10, Identity Awareness Obj 4 14
Topic 11, Advanced Firewall 9
Topic 12, Advanced upgrading 13
Topic 13, Advanced User Management 15
Topic 14, Advanced Clustering and Acceleration 27
Topic 15, IPSEC VPN and Remote Access 14
Topic 16, SmartReporting and SmartEvent 12
Total 203
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QUESTION NO: 1

The connection to the ClusterXL member ‘A’ breaks. The ClusterXL member ‘A’ status is now ‘down’. Afterwards the switch
admin set a port to ClusterXL member ‘B’ to ‘down’.

What will happen?

A. ClusterXL member ‘B’ also left the cluster.

B. ClusterXL member ‘B’ stays active as last member.
C. Both ClusterXL members share load equally.

D. ClusterXL member ‘A’ is asked to come back to cluster.

ANSWER: B

QUESTION NO: 2 - (FILL BLANK)

CORRECT TEXT

Type the command and syntax you would use to verify that your Check Point cluster is functioning correctly.

ANSWER: cphaprob state

QUESTION NO: 3

Select the command set best used to verify proper failover function of a new ClusterXL configuration.
A. reboot

B. cphaprob -d failDevice -s problem -t O register / cphaprob -d failDevice unregister

C. clusterXL_admin down / clusterXL_admin up

D. cpstop/cpstart

ANSWER: C

QUESTION NO: 4
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MegaCorp is using SmartCenter Server with several gateways. Their requirements result in a heavy log load. Would it be
feasible to add the SmartEvent Correlation Unit and

SmartEvent Server to their SmartCenter Server?

A. No. SmartCenter SIC will interfere with the function of SmartEvent.

B. No. If SmartCenter is already under stress, the use of a separate server for SmartEvent is recommended.
C. No, SmartEvent and Smartcenter cannot be installed on the same machine at the same time.

D. Yes. SmartEvent must be installed on your SmartCenter Server.

ANSWER: B

QUESTION NO: 5

An internal host initiates a session to the Google.com website and is set for Hide NAT behind the Security Gateway. The
initiating traffic is an example of

A. client side NAT
B. source NAT
C. destination NAT

D. None of these

ANSWER: B

QUESTION NO: 6

You enable Hide NAT on the network object, 10.1.1.0 behind the Security Gateway’s external interface. You browse to the
Google Website from host, 10.1.1.10 successfully. You enable a log on the rule that allows 10.1.1.0 to exit the network. How
many log entries do you see for that connection in SmartView Tracker?

A. Two, one for outbound, one for inbound
B. Only one, outbound
C. Two, both outbound, one for the real IP connection and one for the NAT IP connection

D. Only one, inbound

ANSWER: B
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QUESTION NO: 7

Which statements about Management HA are correct?

1) Primary SmartCenter describes first installed SmartCenter

2) Active SmartCenter is always used to administrate with SmartConsole
3) Active SmartCenter describes first installed SmartCenter

4) Primary SmartCenter is always used to administrate with SmartConsole
A.1and 4

B.2and 3

C.1and 2

D.3and 4

ANSWER: C

QUESTION NO: 8 - (FILL BLANK)

CORRECT TEXT

Fill in the blank. To save your OSPF configuration in GAIA, enter the command

ANSWER: save config

QUESTION NO: 9

Match the ClusterXL modes with their configurations.

Exhibit:
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Mode

Configuration

A Legacy mode High Availability

Every member of the cluster receives all
packets sent to the cluster IP address,
with the load distibuted among

all cluster members.

B. New mode High Availability

. All machines may be active, based on a

peak load algorithm. A failure of the active
machine causes a failover to a cluster
member bearing a lesser load.

C. Load Sharing Multicast mode

. Provides a clustering mechanism through

the use of cloned interface configuration
details.

D. Load Sharing Unicast mode

One machine in the cluster receives all
traffic from a router, and redistributes the
packets to other machines in the cluster,
implementing both Load Sharing and
redundancy.

Only one machine is active at any one
time. A failure of the active machine
causes a failover to the next highest
priority machine in the cluster.

A. A-2,B-3, C-4, D-1
B. A-2,B-3, C-1,D-5
C. A-3,B-5,C-1,D-4
D. A-5, B-2, C-4, D-1

ANSWER: C

QUESTION NO: 10 - (FILL BLANK)

CORRECT TEXT
Fill in the blank.
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“* Command Prompt

C:zo>Grp ~

Interface: 18:4.8.188 on Interface Bx4d

Internet Addiress Physical Address Type

18:49.8 .1 AA-hB-dB-h7-h5-d5 dynamic
10.4.8:2 Ba-81-83-34-e3-94d dynamic
18.4.873 A8-81-83-34-e3-9d dynamicg

In Load Sharing Unicast mode, the internal cluster IP address is 10.4.8.3. The internal interfaces on two members are
10.4.8.1 and 10.4.8.2. Internal host 10.4.8.108 Pings 10.4.8.3, and receives replies. The following is the ARP table from the
internal Windows host 10.4.8.108. Review the exhibit and type the IP address of the member serving as the pivot machine in
the space below.

ANSWER: 10.4.8.2

QUESTION NO: 11

Which of the following statements accurately describes the command upgrade_export?

A. upgrade_export stores network-configuration data, objects, global properties, and the database revisions prior to
upgrading the Security Management Server.

B. Used primarily when upgrading the Security Management Server, upgrade_export stores all object databases and the
/conf directories for importing to a newer Security Gateway version.

C. upgrade_export is used when upgrading the Security Gateway, and allows certain files to be included or excluded before
exporting.

D. This command is no longer supported in GAIA.

ANSWER: B

QUESTION NO: 12 - (FILL BLANK)

CORRECT TEXT

Fill in the blank. You can set Acceleration to ON or OFF using command syntax
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ANSWER: fwaccel off/on

QUESTION NO: 13 - (FILL BLANK)

CORRECT TEXT

To provide full connectivity upgrade status, use command

ANSWER: cphaprob fcustat

QUESTION NO: 14 - (FILL BLANK)

CORRECT TEXT

Type the full fw command and syntax that allows you to disable only sync on a cluster firewall member.

ANSWER: fw ctl setsync off

QUESTION NO: 15 - (FILL BLANK)

CORRECT TEXT

Type the command and syntax to configure the Cluster Control Protocol (CCP) to use

Broadcast.

ANSWER: cphaconf set_ccp broadcast
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