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QUESTION NO: 1

Which of the following penetration testing phases involves reconnaissance or data gathering? 

A. Attack phase 

B. Pre-attack phase 

C. Post-attack phase 

D. Out-attack phase

ANSWER: B 

QUESTION NO: 2

Which of the following anti-child pornography organizations helps local communities to create programs and develop 
strategies to investigate child exploitation? 

A. Internet Crimes Against Children (ICAC) 

B. Project Safe Childhood (PSC) 

C. Anti-Child Porn.org 

D. Innocent Images National Imitative (IINI)

ANSWER: B 

QUESTION NO: 3

Which of the following are the major tasks of risk management? Each correct answer represents a complete solution. 
Choose two. 

A. Assuring the integrity of organizational data

B. Building Risk free systems 

C. Risk control 

D. Risk identification

ANSWER: C D 
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QUESTION NO: 4

Shoulder surfing is a type of in-person attack in which the attacker gathers information about the premises of an 
organization. This attack is often performed by looking surreptitiously at the keyboard of an employee's computer while he is 
typing in his password at any access point such as a terminal/Web site. Which of the following is violated in a shoulder 
surfing attack? 

A. Availability 

B. Confidentiality 

C. Integrity 

D. Authenticity

ANSWER: B 

QUESTION NO: 5

Which of the following are the responsibilities of the owner with regard to data in an information classification program? Each 
correct answer represents a complete solution. Choose three. 

A. Determining what level of classification the information requires. 

B. Delegating the responsibility of the data protection duties to a custodian. 

C. Reviewing the classification assignments at regular time intervals and making changes as the business needs change. 

D. Running regular backups and routinely testing the validity of the backup data.

ANSWER: A B C 

QUESTION NO: 6 - (SIMULATION)

SIMULATION

Fill in the blank with an appropriate phrase.________ models address specifications, requirements, and design, verification 
and validation, and maintenance activities.

ANSWER: Life cycle

QUESTION NO: 7

Which of the following are the examples of administrative controls? Each correct answer represents a complete solution. 
Choose all that apply. 
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A. Security awareness training 

B. Security policy 

C. Data Backup 

D. Auditing

ANSWER: A B 

QUESTION NO: 8

Which of the following are the types of access controls? Each correct answer represents a complete solution. Choose three.

A. Administrative 

B. Automatic 

C. Physical 

D. Technical

ANSWER: A C D 

QUESTION NO: 9

Which of the following is the default port for Simple Network Management Protocol (SNMP)? 

A. TCP port 80 

B. TCP port 25 

C. UDP port 161 

D. TCP port 110

ANSWER: C 

QUESTION NO: 10

You work as a security manager for SoftTech Inc. You along with your team are doing the disaster recovery for your project. 
Which of the following steps are performed by you for secure recovery based on the extent of the disaster and the 
organization's recovery ability? Each correct answer represents a part of the solution. Choose three. 

A. Recover to an alternate site for critical functions 
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B. Restore full system at an alternate operating site 

C. Restore full system after a catastrophic loss 

D. Recover at the primary operating site

ANSWER: A C D 

QUESTION NO: 11

Mark works as a security manager for SoftTech Inc. He is involved in the BIA phase to create a document to be used to help 
understand what impact a disruptive event would have on the business. The impact might be financial or operational. Which 
of the following are the objectives related to the above phase in which Mark is involved? Each correct answer represents a 
part of the solution. Choose three. 

A. Resource requirements identification 

B. Criticality prioritization 

C. Down-time estimation 

D. Performing vulnerability assessment

ANSWER: A B C 

QUESTION NO: 12

Which of the following laws or acts, formed in Australia, enforces prohibition against cyber stalking? 

A. Malicious Communications Act (1998) 

B. Anti-Cyber-Stalking law (1999) 

C. Stalking Amendment Act (1999) 

D. Stalking by Electronic Communications Act (2001)

ANSWER: C 

QUESTION NO: 13

Which of the following are the levels of military data classification system? Each correct answer represents a complete 
solution. Choose all that apply. 

A. Sensitive 
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B. Top Secret 

C. Confidential 

D. Secret 

E. Unclassified 

F. Public

ANSWER: A B C D E 

QUESTION NO: 14

Which of the following can be done over telephone lines, e-mail, instant messaging, and any other method of communication 
considered private. 

A. Shielding 

B. Spoofing 

C. Eavesdropping 

D. Packaging

ANSWER: C 

QUESTION NO: 15

Which of the following rated systems of the Orange book has mandatory protection of the TCB? 

A. B-rated 

B. C-rated 

C. D-rated 

D. A-rated

ANSWER: A 
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