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QUESTION NO: 1

Your organization operates in a regulated environment and contracts with a service provider to manage tape backup media 
for highly confidential, secure datA. 

Using SNIA Storage Security Best Practices, which two statements are correct? (Choose two.)

A. Tape backup media is stored in a secure, temperature controlled vault.

B. The service provider keeps unencrypted backup media locked during transport.

C. All removable media is encrypted and backup media locked during transport.

D. The customer manages the chain of custody.

ANSWER: A C 

QUESTION NO: 2

The system administrator has received complaints about the decreased performance of two LUNs. When you investigate the 
port being used to connect to the LUNs, you discover that the port has achieved its maximum throughput. You also discover 
that there are other ports available on the storage array that are not oversubscribeD. 

Which specific driver is needed to balance workloads between the host and storage?

A. SCSI driver

B. TCP/IP driver

C. Failover driver

D. Multi-path driver

ANSWER: D 

QUESTION NO: 3

You are asked to secure management access to your SAN devices. 

Which three actions should you perform? (Choose threE. )

A. Disable all unused protocols.

B. Limit network access.

C. Create individual access accounts.

D. Write to the syslog server.
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E. Enable NTP synchronization.

ANSWER: A B C 

QUESTION NO: 4

What are two concerns when trying to migrate from one cloud storage provider to another one? (Choose two.)

A. Stability

B. Accessibility

C. Different drive types

D. CAN protocol compatibility

ANSWER: A B 

QUESTION NO: 5

Click the Exhibit button.

Referring to the configuration shown in the exhibit, when will the servers oversubscribe the connections between the storage 
array and the switch?

A. When the 6th server is added to the configuration

B. When the 7th server is added to the configuration

C. When the 8th server is added to the configuration

D. When the 9th server is added to the configuration

ANSWER: A 

QUESTION NO: 6
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A server has lost half of its paths to its LUN on a storage system. The help desk determines that one of the two HBAs was 
just replaceD. The SAN administrator has modified the zoning with the new WWPN of the replacement HBA port, but the 
missing paths have still not recovereD. 

Which action would you perform next?

A. Rescan disks on the server.

B. Reconfigure persistent binding on the server.

C. Reboot the server.

D. Modify the host definitions for LUN masking on the storage system.

ANSWER: D 

QUESTION NO: 7

A new FC switch has been installed into the data center. You want to disable any unsecure protocols used to access the 
management ports.

Which two protocols should be disabled? (Choose two.)

A. HTTPS

B. Telnet

C. SSH

D. SNMPv1

ANSWER: B D 

QUESTION NO: 8

After the storage administrator merged two multi-vendor FC SANs, an error indicates that two ports have become isolated 
causing a segmentation to exist in the fabriC. 

Which two events would cause this? (Choose two.)

A. Overlapping zones

B. Different port names

C. Unsupported routing protocols

D. Different link speeds

ANSWER: A C 
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QUESTION NO: 9

A storage subsystems Web browser management interface reports that the subsystem has become degraded and remotely 
opens a service request with the vendor. Your vendors level three storage support engineer wants to remotely access your 
storage subsystem for troubleshooting.

What is a SNIA Storage Security Best Current Practices solution?

A. Open firewall ports to allow the vendor's support engineer to access the Web browser management interfacE. 

B. Provide the vendor's support engineer with a temporary user ID that has sudo access to become a super user on the 
storage subsystem; this ensures an audit trail for all remote support activities.

C. Provide the vendor's support engineer with a shared remote control session where you can monitor what the support 
engineer is doing while troubleshooting the subsystem without needing to share credentials.

D. Provide a temporary user ID to allow the vendor's support engineer to access the Web browser management interface 
remotely over HTTP/TLS.

ANSWER: C 

QUESTION NO: 10

A customer has upgraded all switches in their redundant fabrics during a single maintenance window. Shortly after the 
upgrades are completed on the core switches, all servers lose access to all SAN attached storagE. 

What would have prevented this scenario?

A. High availability

B. Fault tolerance

C. Change or risk management

D. Clustered servers

ANSWER: C 
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